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SurePath eBonds & the Bid Express® Service for Agents
Overview, Responsibilities & Workflow

Overview

Introduction

Contractors file surety bonds with obligees to guarantee performance. A growing number of
obligees now accept surety bonds electronically. SurePath is a web-based surety bond
processing and management system which also provides the process for creating electronic
bonds for submission to obligees. SurePath receives input from the agent/contractor and
provides output (bond verification) to the Obligee.

Several parties are involved in the electronic bond submission process: the contractor, the
Obligee, the underwriter and the surety agent each with its own requirements and tools.

Roles & Responsibilities

Who

Underwriter

Obligee

Client/Contractor

Agent

What

Grants agent
electronic power of
attorney.

Defines submission
requirements.

Receives and verifies
bond information,
signatures and
powers according to
submission
requirements.

Requests bond.

Submits bond validation
number to Obligee.

Executes bond.

Signs bond (attaches
digital certificate).

Provides client with
information needed to
submit bond.

Workflow

Preparation

Prior to beginning the electronic bond submission process the following must occur:

e The surety agent and contractor must obtain a license to use SurePath.

e The contractor must obtain a license from the Bid Express® service and set the Bid Express®
service software.

e The underwriter must grant the agent an electronic power of attorney in SurePath.
e The agent must obtain a digital certificate.
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SurePath eBonds & the Bid Express® Service for Agents

Process Overview

Agent must
obtain a SurePath
license, logon &
password

Agent must
obtain personal
digital certificates
for signing bond

Underwriter must
grant agent
electronic power of
attorney in SurePath

Contractor must
obtain appropriate
license & software
from Bidx.Com (for
the Bid Express®
Service)

Agent must
install SureForm
(by IVT)

\ 4

CONTRACTOR requests bond

A 4

AGENT executes & signs
(attaches digital certificate)
bond in SurePath

\ 4

SUREPATH assigns bond a
Bond Validation Number
(BVN)

A 4

AGENT provides contractor
with BVN

A 4

CONTRACTOR enters bond
submission information in the Bid
Express® service (including BVN)

\ 4

The Bid Express® service
passes the BVN and Contract
ID to SurePath (behind the

A 4

SUREPATH validates the bond
(behind the scenes)

A 4

SUREPATH returns an
acceptance or a rejection
message to the contractor (in
the Bid Express® service)

A 4

SUREPATH updates Audit
screen indicating bond accepted
(for Agent to verify)
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Quick Set Up Steps for Agents
Using SurePath & the Bid Expresse Service
To Electronically Submit Bid Bonds

Prior to processing and submitting bid bonds electronically you must fulfill the following set up
requirements.

1. You must use SurePath and SureForm to issue bonds. If you are not currently doing
so, contact IVT at (818) 783-3460 to obtain a license and install SureForm.

2. Verify the surety company has granted you an electronic power of attorney in
SurePath.

3. Obtain a personal digital signature certificate for signing bonds electronically. Need
more information? Refer to Appendix A on page 19
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Quick Processing Steps for Agent
Using SurePath & the Bid Expresse Service
To Electronically Submit Bid Bonds

1. Receive bond request from contractor. Important: The request must include the
Contract ID provided by the DOT.

2. Login to SurePath and execute bond.
3. Sign the bond after the execution process.

4.  Notify the contractor the bond has been executed and provide them with the Bond
Validation Number (BVN).

5. Verify the bond was submitted and validated by the Obligee (optional).
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SurePath eBonds & the Bid Expresse Service for Agents Verify Electronic Powers

Verify Electronic Powers

Overview

The term Electronic Power of Attorney, as it is used in SurePath, refers to a process by which the
Surety Company Underwriter logs onto SurePath and “grants” the Surety Agent a Power of
Attorney. The Surety Company Underwriter is actually verifying that the Surety Agent holds a
“paper” Power of Attorney and is authorized to act on the Surety’s behalf.

How to Verify I Have Electronic Power of Attorney
1. Logon to SurePath.

2. Click the My Information button, located on the navigation bar on the left-hand side of the
screen.

3. Click the Powers of Attorney button located on the My Information toolbar across the top of
the screen.

4. Locate the carrier that granted power of attorney and verify the checkmark in the Power
column and the work “granted” in the Claimed/Granted column. If there is no checkmark
or the column reads “Claimed”, you do not have an electronic power.

SurePath 5.0

[Powers of Attorney

Billing Carrier Issuing Carrier ClaimediGranted By|ClaimediGranted Claimed Date Power|
AIG

American Home Assurance Company O

The Insurance Company of the State of Pennsylvania mf
Atlantic Mutual Companies

Atlantic Mutual Insurance Company ]

Centennial Insurance Company r
Contractors Bonding and Insurance Company

Contractors Bonding and Insurance Company ]
Chubb & Son, Inc.

Federal Insurance Company m|
CNA Surety

Armerican Casualty Company of Reading, Pennsylvania ]
Crum & Forster

United States Fire Insurance Company m|
Frontier Insurance Company

Frontier Insurance Company ]
Gulf Insurance Company

Gulf Insurance Company ]
Insco - Dico Group

Developers Surety and Indemnity Company O

Indemnity Company of California mf
ICW

Insurance Company of the West m]
Kanga Surety Company

Kanga Surety Company Ursula Underwriter Granted 9/11/2003 =4
Lou Jones and Associates, Inc. - Intermediary A N

American Matorists Insurance Company - LOU JONES " (]
Liberty Bond Services

Liberty Mutual Insurance Company m|

)
@ InSureVision Technologies 6-09 Page 5



SurePath eBonds & the Bid Expresse Service for Agents Digital Signature Certificates

Personal Digital Signature Certificates

Overview

A digital signature is not a digitized image of a handwritten signature. It is an actual
transformation of an electronic message using public key cryptography. Through this process,
the digital signature is tied to the document being signed, as well as to the signer, and therefore
cannot be reproduced. Individuals may not share a digital ID; each one identifies a particular
person. With the passage of the federal digital signature bill, digitally signed electronic
transactions have the same legal weight as transactions signed in ink. Now, a legally binding
contract may be formed over the Internet by two parties who have never met, without requiring
notarization. For more information on digital signatures refer to
http://identrust.com/support/overview.html

The Obligee will require that you sign your bonds electronically using a personal digital
certificate (or ID). Digital certificates are provided by a third-party vendor referred to as the
“Certification Authority”. The certification authority that is recommended for this process is
IdenTrust (www.identrust.com).

Digital certificates are purchased and downloaded using the internet. If you have trouble with
the download process, work with your IT person or utilize the vendor’s on-line support. Refer to
Appendix A for more information on obtaining a digital certificate from IdenTrust.

The Certification Authority may charge a fee for the digital certificate.

For more information refer to Appendix A .
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SurePath eBonds & the Bid Expresse Service for Agents Process the Bond in SurePath

Process the Bond in SurePath

Overview

Issue the bond as you normally would in SurePath, using the following exceptions:

e (Capture the Contract ID in the appropriate data field. The Bid Express® service uses this
number behind-the-scenes to validate the contractor’s bid bond.

Sign the bond.

Notify the Contractor that the bond has been issued and provide them with the BVN number.
Note: If the contractor uses SurePath to request the bond you can configure SurePath to email
the contractor when the bond is issued.

How to Capture the Contract ID in SurePath

The Contract ID provided by the DOT must be entered in the Contract ID No. Required for
Electronic Bidding field. This field is located in the Bond Custom Information section of the
Basic Information page. Note: If the number also appears on the bond form, (appears on form)
will also display.

Bond Custom Information

Order Mo. {appears on form}l I%

Principal Signature Name {(appears on formll

Principal Signature Mame Title (appears on torm}l

Local Surety Address (appears on form}l

Local Surety Cityl

Local Surety State I

Local Surety Zip |

> Contract ID Mo. Required for Electronic Bidding (appears on form}l

A
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SurePath eBonds & the Bid Expresse Service for Agents Process the Bond in SurePath

Execute a Bond

Overview

This section provided detailed instructions for executing a bond. Only required fields are
addressed. All other fields may be completed at the user’s discretion for reporting purposes.

Getting Started — Select Client and Bond Form

1. Logon to SurePath.
2. Click the Execute button.

HE
d|d
g'ﬂ

5
!

z

prary

:
:
:
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SurePath eBonds & the Bid Expresse Service for Agents Process the Bond in SurePath

3. Select the Client Account for this bond using the drop down list.

Select Bond Form »>

Bond Execution - Select Form

Select the form you would like to execute.

‘Woodland Company, Inc. j

Client Account for this bond:

LR VA Dot Bid Bond Rev 4-24-01 (Bid Bond) Search
& Execute Execute a bond.

4. Select the bond form from the Select Bond Form drop down list or use the bond form library
as follows:

a. Click the Search button. Result: The Search for Bond Forms window opens.
Enter the keyword in the Search For field (i.e., dot, ebond)

c. Enter a state in the State field, if applicable.
d. Click the Search button.
e. Click on the desired form from the list of forms.
Search for: DOT|
Using: IAIIWOrds hd
Country: IUnited States j
State: IVirginia j
Carrier: I j
VA Dot Bid Bond Rev 4-24-01 (Bid Bond) b
VA Dot Bid Bond Rev 4-24-01 (Bid Bond)
VADOT Land Use Permit Surety Bond (Excess Weight and Other High
VADOT Land Use Permit Surety Bond (General Improvement Eond)
VADOT Performance and Payment Bond Rev 9-28-98 (All Other Class
VADOT Performance and Payment Bond Rev 9-28-98 (Class A Contrac
VA DOT Performance and Payment Bond Rev 9-28-98 (Class A-1 Contrx |
OK | Viewl Cancel |

f. Click the OK button. Result: The Search for Bond Forms window closes and the selected
form populates the Select Bond Form field.

5. Click the Next button. Result: The Basic Information page displays.

6. Proceed to the next section, Complete the Basic Information Page.
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SurePath eBonds & the Bid Expresse Service for Agents Process the Bond in SurePath

Complete the Basic Information Page

In the Principal Information section, select the principal using the Select a standard principal

drop down list. Result: SurePath populates the Principal Name and address fields based on
information entered in Client setup for the selected principal.

Execute Bond
Selected Form: VA Dot Bid Bond Rev 4-24.01 (Bid Bond)

Complete the information below to execute a new bond

Required information appears in bold
Currency entries should not include dollar signs or commas
Principal Information

B <«
<
You can select a standard principal from the list above, or enter custom principal information below.

Subsidiary [\ oodland Westem Division =

Principal Name (appears on orm) [y oodland Los Angeles

Selecta standard principal (No Address Required) [Woodland Los Angeles (Los Angeles, CA)

OR Enter custom principal information for this bond only.

ks

Principal Address [173 | o5 Angeles Blvd

Principal City |Lns Angeles

Prncipal State [Caifoma 7]

Principal Zip Code |92777

State Of ncornoration [Delawars =]

Scroll down to display the Obligee/Owner Information section and note that for obligee-

specific forms SurePath pre-fills the Obligee Name field. Remaining fields in this section are
optional.

(Obligee/Owner Information

Select a recently used obligee [None =
OR Enter obligee information for this bond only. You can select a frequently used obligee from the list above, or enter custom obligee information below.

Search

Obligee Name [5.ommonwealth of Virginia :

Obligee Address [Dpanment of Transportation
Obligee City

Obligee State [Virginia = s

Obigee Zip Code |

Obigee Tyve [unknown 7]

I Add or update this obligee address information to the frequently used abligee list
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SurePath eBonds & the Bid Expresse Service for Agents Process the Bond in SurePath

3. Scroll down to the Bond Information section.

Program Woodland Company, Inc.
Issuing Carrier Name & Address | Kanga Surety Company (Home Office) j

Requestor [ pgne -

Term Effective Date (mm/dd/yyyy) IE'” 0/2004

Term Expiration Date (mm/dd/yyyy) |1 1/B/2004

Contract Date (mmiddlyyyy) I

Execution Date (mmiddiyyyy) (appears on form) IS‘q 0/2004

Estimated Bid Amount |1 0000

Bid Bond Amount |5

Attorney In Fact (appears on form) |AndyA Agent

Andy A. Agent Tl ouick Pick

Exact Project Description (appears onform) [1n32 55 the project description that =
prints on the bond form

Project, Invitation, or Bid Number (appears on form) Ipmlecm

Project Namel

Project Managerl

Project Addressl

Project City [

Project Statel j

PrujedZ\pl
City nfOnIigatmnl

State Of Dbhgﬁﬂon'v‘,ginia j
Slathpf E*ecmonlMary\and j
Bid Date [5/70/04
Bid Timel
Estimated Start Date I
Estimated Completion Date I
Project Duremunl |Mumhs j

4. Complete the Issuing Carrier Name & Address field. Note: Use this field to select the
issuing carrier AND the carrier address to be used IF the carrier address prints on the bond
form. Address choices are as follows:

e Home Office = carrier’s home office address
e Your City Name = agency’s address
e (Carrier Branch: City = local surety office address (contact IVT to activate)

5. Complete the Effective and Expiration Date fields. Note: These dates are used internally to
define the period of time in which this bond is on the client’s outstanding liability and open
bid bond report. Most agencies define these fields as follows:

e Effective date as either the bid date or the date the bond is issued
e Expiration date is 30 to 90 days after the effective date

6. Complete the Execution Date field. Note: This is the signed and sealed date that prints on the
bond form.

7. Enter the estimated contract price in the Estimated Bid Amount field. Note: This field is
used to calculate outstanding liability and does not print on the bond form.

)
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SurePath eBonds & the Bid Expresse Service for Agents Process the Bond in SurePath

8. Complete the Bid Bond Amount field. Note: Enter the bid bond amount as a number and
with no punctuation. Examples:

e For a 5% bid bond enter 5.
e Fora $10,000 bid bond enter 10000

9. Complete the Attorney In Fact field. Note: The first of the two Attorney in Fact fields print
on the bond form. You can type the name in the first field or select the individual from the
Quick Pick list (contact IVT to add names to the Quick Pick list).

10. Complete the Project Description field.

11. Complete the Project, Invitation or Bid Number if applicable.
12. Update the State of Obligation field, if applicable.

13. Update the Status of Execution field, if applicable.

14. Complete the Bid Date field. Note: This is a required field and must be entered as
MM/DD/YYYY.

15. Scroll down to the Bond Custom Information section. Note: Fields in this section are based
on the selected bond form and therefore vary from form to form.

Bond Custom Information

Order Mo. {appears on form) IOrder &

Principal Signature Name {appears on form) I

Principal Signature Name Title (appears on form) |

Local Surety Address (appears on form) |3655'B 0Old Court Road, Suite 20

Local Surety Gty [Biizsville

Local Surety State IMD

Local Surety Zip |2‘IZDB

Contract ID No. Required for Electronic Bidding (appears on form) IContractFﬂ :

16. Complete the Bond Custom Information section. Important: The Contract ID or number used
to validate the bond in the electronic bidding process MUST be entered in the Contract ID
No. Required for Electronic Bidding field.

17. Scroll down to the Options section.
optins |

[¥ Enable Business-to-Business Transactions for this Bond
I Display Detailed Premium & Commission Calculations
I Export Bond to Adabe Acrobat (PDF) Format

™ Mark as Uploaded bond. (Mo documents will be generated, and the bond transacfion will be uploaded, instead of
% executed.)

Enter the Initial Term Effective Date:
QuickProcess>> | AdvancedProcess>> |

18. Click the Quick Process button. Result: If required fields are incomplete or filled out
incorrectly an error message is generated. If there are blank fields in the Bond Custom
Information section a warning message is generated. Otherwise, the Preview page displays
the selected form merged with data entered on the Basic Information page.

19. Proceed to the next section, The Preview Page
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SurePath eBonds & the Bid Expresse Service for Agents Process the Bond in SurePath

The Preview Page

s
WARNING: This bond has not been saved! Continue through Execution to commit this bond. |
el ool e o =] ] ] e |

=
Il
ORDER NO.: [Order # \
CONTRACT ID. NO.: [VA395486 \
Fonm G-24
Rev. 4-24-01
COMMONWEALTH OF VIRGINIA
DEPARTMENT OF TRANSPORTATION
PROPOSAL GUARANTY ==
.

KNOW ALL MET 3 Woodland Company ‘ ae
principat, and Kanga Surety Company \ Stiraty, are held and firmly bound unto the

Commonweaith of Virginia as obligee, in the amount of FIVE PERCENT OF THE DOLLAR VALUE OF THE BID, lawful
mongy of the United Stales of Ameriea, for the payment of which, well and truty fo be matle, we bind ourselves, our
heirs, executors, administrators, successors and assigns, jointly and sevarally and firmly by these presents

SIGNED, sealed ond dafod this | 8/10/2004 | dayor | 8/10/2004 |

WHEREAS, the above said principal is herewith submitting its proposal for: ,Jproject description \
- Jprcject # ‘

PROJECT NUMBE!

NOW, THEREFORE, the sondition of tha above abligee is such, that if the aforesaid principal shal! be awarded the
contract upon said proposal and shail within the timo specified in the Specifications after the notice of such award enter
into a contract and give bono for the faithful parformance of the contract, then this obligation shall be null and veid;
otherwise to remain in full force and sffect and the principal and surety will pay unto the: obligee the difference in money
between the amount of the bid of the said principal and the amount for which the obligee may legally contract with
another party to perform the said work if the latter amount be in oxcess of the former; hut int ne event shail the lability
exceed the panal sum haraof.

Page 1 | PI Sianatues
Next>>

1. Perform any of the following:

To... Then...

Edit the bond form (make changes % |135z vI

in yellow boxes)

Design
. Edit
Note: SurePath does not display Brirt Preview
final formatting for dates and Use the button on the SureForm
currency in Edit mode. Switch to toolbar to switch to Edit mode.

Print Preview mode to verify
information displays correctly.

Look at the form in Print Preview ¥ |1 ®% 7]

mode Desian
Edit
Prirt Preview
Use the button to switch to Print
Preview
Print the bond form Switch to Print Preview mode and then use the @l

button on the SureForm toolbar.

2. Click the Next button continue with bond execution and save the form. Result: The
Execution Summary page displays.

3. Proceed to the next section, Commit the Bond.

)
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SurePath eBonds & the Bid Expresse Service for Agents Process the Bond in SurePath

Commit the Bond

1. Review the information on the Execution Summary page.

2. If applicable, use the execution toolbar to go back to a previous screen and make corrections.

3. To save the bond, click the Commit Bond button located at the bottom of the page. Result:
The bond is executed.

Broker Bill / Producer [ Servicer Codes

Producer 1: Andy A Agent 50.00% of Agency Commission
Producer 2: Training Five User 50.00% of Agency Commission
Senvicer 1: L. L. Training

Business-to-Business Transactions turned on.

Create Fiedk@ﬁt |Needed By What Date (mmiddyyyy): [8/10/2004

Commit Bond | <

4. To go to the Bond Details page to sign the bond (after execution) or to obtain the BVN

number, scroll to the bottom of the page and click the Click here to see Bond Details
hyperlink.

Transaction History

Transaction Date User Document
Execution 8/10/2004 Andy A Agént Original IJonc_i document created at
bond execution.
Initial Percent Complete =0 8M0/2004 Andy A Agent
Click here to see bond details. 4

5. From the Bond Details page, perform the following as your next step:

To... Then...

Sign the bond after execution Go to the next section below

Obtain the BVN number Go to the Notify the Contractor section of the
manual on page 17.

Sign the Bond in SurePath

After bond execution perform the following steps to sign the bond:
1. Locate the bond and select Bond Details.

)
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SurePath eBonds & the Bid Expresse Service for Agents Process the Bond in SurePath

2. Scroll down to the Transaction History section and locate the most recent bond form in the
document column.

Transaction History

Transaction Date User Srlesibe ALl

Processed Date Attorney
Electranic Wigiie ond
Execution M 952008 Gina 0'Shea 3/19:2008 Power document created at
bond execution.
Initial Percent WMQINNE  fina M'Chaa 3H 0NN

3. Click the Sign button next to the document. Result: SureForm opens and displays the
committed bond form.

Document

4. Goto PKI Signature page Note: Bottom left of signature page will have a sign box

DS efF 5 Eelx| mHml @l = 8 ] o |

LI»

Frrm (:-24
Rew, 7-B-05

COMMONWEALTH OF VIRGINIA
DEPARTMENT OF TRANSPORTATION
PROPOSAL GUARANTY

KMNOW ALL MEN BY THESE PRESENTS, THATWE  Acre Paving, Inc. As

principal. and  Test Surety Company of America Suretly, arg held and firmly bound unko the
Commanwsallh of Yirginia as obliges, in the amountl of FIVE PERCENT OF THE DOLLAR WALUE OF THE
BID, lawful meney of the United States of America, far the payment of which, well and truly to be made, we
hind ourselves, our heirs. execulors, adminislralors, successors and assigns, joinlly and sevearally and lirmily
hy thase presents.

SIGNED, sealed and dated this 18th Day of Warch 2008

WHEREAS, lhe ahove said principal is herewith subrmitting its proposal for:
PROJECT MUMBER: YA1120303

W& DOT Proposal Guaranty eBond Bid Bond Only Rev 7-05

NOW, THEREFORE, the condition of the above otligee is such, that if the aforesaid principal shall bs

awarded the contract upon said proposal and shall within the time specified in the Specifications after the

notice of such awward enter into a contract and give bond for the faithful performanca of the contract, than this

obligation shall be null and void; otherwise to remain in full force and effect and the principal and suraty wil ﬁ
3

1 [
Page 1 | Page 2| Page ﬂ PKI Sighatures U
Commit Signed Du\cﬁ'rﬁem“'/l Cancel Changes |

@I Dietails... |

Page 1| Page 2] Page 3 [P Sianan
Commit Signed Document

Cancel Changes |

)
@ InSureVision Technologies 6-09 Page 15



SurePath eBonds & the Bid Expresse Service for Agents Process the Bond in SurePath

5. Perform one of the following:

If there is.... Then...

More than one certificate on your Select the certificate for the person signing the

computer (for more than one signatory) bond. This person must be the Attorney-in-
Fact.

Only one certificate on your computer Proceed to the next step.

Result: A window verifying a signature has been attached displays. Depending on the
certification authority you may be prompted to enter a passphrase or password prior to
receiving this confirmation. If so, enter the password and click OK to proceed

6. Click the OK button to verify the certificate has been attached. Note: Remember that this
method attaches a certificate to a document. You will not see a signature on your bond form.

Digital Signature x|

-
\l) Signature Attached!
K I Cancel |

7. Click the Commit Signed Document button. Result: You are returned to the Bond Details
page. The Bond Details page is updated to reflect the change.

vae LIIGLUYE ruUwWe W

Transaction Processed User Date Attorney Document .
Electranic Lriginal bond ! t;top 'd(')culment
i ina 0" elete ) is the origina
Execution 312008 Gina O'Shea 31972008 -~ docurnent created at (EEERRLRYRSEE . ¢ 1 g
bond execution. unsigned
i Persent 382008 Gina O'Shea 3/19/2008 document. The
pete = Einctont Ceveed Bond Revised Bond
. . ectronic evized Ban PN s P ;
Signing Document 32008 Gina O'Shea 311972008 —— Document Sign . ¢ Document is the
new signed
document.

)
nSureVision Technologies 6- age
InSureVision Technologi 6-09 Page 16



SurePath eBonds & the Bid Expresse Service for Agents Notify the Contractor

Notify the Contractor

The contractor must be notified when the bond is executed and signed. You must also provide
the contractor with the Bond Validation Number (BVN). After the contractor is notified they
complete the bid submission process in the Bid Expresse service (they enter the BVN number
and behind-the-scenes the Bid Expresse service checks for the Contract ID).

The BVN number is located on the Bond Details page.

You can either copy and paste the BVN number into an E-mail or you can click on the E-mail
BVN hyperlink to send it to your client.

Other Information

Project, Imatation or Bid Va1120303
Humber:

Bid Date:  4i1/2004
Estimated Bid Amount: §123,000.00
Bid Bond Amount:  10%

SurePath ID {Long): {F223BDE4-EASC-41E0-BSEA-03B455C10DD33} E-tdail 1D (Lang)

( Bond Validation Number{BWN):  MD7A P2YK-UFRT-GY7R ]

You may add two E-mail addresses if you like, your contractor’s and yours if you would like a
copy.

Transmit Bond Verification Number

You can use this page to transmit a hond's verification number to another user of SurePath. ou can select an Owner§ Obligee v
drop dowen list, oryou can enter a user's e-mail address in the text box. Select Submit to s=end the |D.

wners [ Obligees in Texas INDne -| Disregard this box - do not change

Additional E-Mail Addresses Yau can
ceparate multiple addresses with a semi- |thndDe@acmecunst.cum; agent@insuranceagent.cum

calon ).

Alternately: You can highlight the BVN number, then copy/paste it into an E-mail to them.

)
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SurePath eBonds & the Bid Expresse Service for Agents Verify the Bond is Accepted

Verify the Bond is Accepted by the DOT

1. Login to SurePath.
2. Locate the bond and select Bond Details.

3. Click the Audit Records button located on the Bond Details toolbar. Result: If the Bid
Express® service successfully validated the contractors bid bond, a verification message for
the Bid Expresse service displays in the General Audit Notices section.

e e e e ey Py e
Audit Records

zeneral Audit Notices

I e T

Bied Express FI82008 64527 P Biond (HOFA-PIVECUSRT-GVTR) weified by the Bid Express semvice

)
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Digital Signature Certificates

Appendix A
Digital Signature Certificates

Obtain a Di nature Certificate

A digital signature is not a digitized image of a handwritten signature. It is an actual
transformation of an electronic message using public key cryptography. Through this process,
the digital signature is tied to the document being signed, as well as to the signer, and therefore
cannot be reproduced. Individuals may not share a digital ID; each one identifies a particular
person. With the passage of the federal digital signature bill, digitally signed electronic
transactions have the same legal weight as transactions signed in ink. Now, a legally binding
contract may be formed over the Internet by two parties who have never met, without requiring
notarization. For more information on digital signatures refer to www.identrust.com Certificate
Help Center.

The Obligee will require that you sign your bonds electronically using a personal digital
certificate (or ID). Digital certificates are provided by a third-party vendor referred to as the
“Certification Authority”. The certification authority that is recommended for this process is
IdenTrust (www.identrust.com).

Digital certificates are purchased and downloaded using the internet. If you have trouble with
the download process, refer to the following information, work with your IT person or utilize the
vendor’s on-line support.

Note - the Certification Authority charges a fee for the digital certificate.

)
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SurePath eBonds & the Bid Expresse Service for Agents

Obtain a Digital Signature / Certificate

You must complete this process from the computer that will be used to sign bonds.

1. Open Internet Explorer and go to www.identrust.com.

2. Click on the Buy tab for the Personal or Business Certificate. Either signature will work with
SureForm however we suggest the Personal Certificate. See IdenTrust site for additional
information http://www.identrust.com/certificates/trustid.html

IdenTrust
Named one of the TOP TEN Tec
Companies to Watch

Certificate Help Center DST is now ldenTrust Hot Topics Get your Digital Certificates
+ WWhat cetificate do | need? Same Trusted Leadsr in Digital * Daowenload your FREE copy of ETB roon <
Sigriature Solutions. the El's The global supply =
* Before You Buy chain: Challenges far smal [ suy B
+ After You By idenTrust and midsize enterprizses,
= TG Septenber 2006 T =5t oserver
+ Need Help - Email Us 2o Teny :
L0 | Uy ENaz
- TS e
Certification = U n
Authorities + |dertity authertication Let ug help vou figure out which

3. Click on Buy

Home | Login | Site Map | Contact Us

IdenTrust.

WE PUT THE TRUST IN IDENTITY

CERTIFICATES I ME] JFP
.

Buy Personal TrustID z
Cerificates = Buy Personal TrustiD

RELATED CONTENT

*  Step-by-Step
PERSONAL TRUSTID (CONSUMER-TO-CONSUMER TRANSACTIONS) Beatiatonfrocess

*  Dowvnload the
Fersonal - Private Individual Roaming Client

*  TrustlD Certificate
Usage Policy mpoR

For personal use to sigh emails and documents, and gain access to restricted web sites.

. -
=iith a Personal TrustiD, IdenTrust verifies the authenticity of the individual. el

L [lal:Te:
LEARN MORE bl
* BUY TrustiDr
$24.00 - one vear EIID
@ 2006 ldenTrust Inc. All Rights Reserved  Home | Cortact Us | Site Map | Legal Policies |ﬂ§!‘_l_1_-_[u|_ st.
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SurePath eBonds & the Bid Expresse Service for Agents

4.

10.
11.

information on the Apply Now screen
3 Applying for Your Digital Certificate - Microsoft Internet Explorer = | Dlﬂ

DIGITALSIGNATURETRUST ™ T
an |dentrus™ Company TrustiD

Apply Now

There are three phases in the process of obtaining your TrustID personal certificate.
1. Application 2. Authentication 3. Retrieval
The Application Phase consists of two steps, which should take approximately 15 minutes to complete:

1. Completing Your Application
2. Paying for Your Digital Certificate

The Authentication Phase, carried out by Digital Signature Trust, consists of validating the information you
provide against independent data sources. You need to do nothing during this stage; you will receive a retrieval kit
in the mail from DST if yvour application is approved.

The Retriewval Phase consists of generating your keys for use. This phase begins once you have received your
retrieval kit.

To continue the application phase, choose "Next=" at the bottom of this page.
You may exit this wizard at anytime by choosing "Cancel”

This site is best viewed in 800 x 600 resolution.

Cancel
|@ Done

®200% Digital Signatune Trst, LLC. Al Rights Resened ;I

| I_I_E|¢ Internet 4

Click the Next > button at the bottom of the Apply Now window.

Enter your personal information in the fields. Only your name, e-mail address, city, state,
and country will appear in your certificate.

In the Enter Passphrase field, enter a passphrase that will be used as a security measure for
your certificate application. Your passphrase should be between eight and thirty characters
long and can include letters, numbers, and/or special characters. Make sure you record or
memorize your passphrase. You will need it to retrieve your certificate.

In the Re-enter Passphrase field, enter the passphrase again.

In the Passphrase Hint field, enter a hint that IDENTRUST can provide to you in case you
forget your passphrase. Your hint cannot contain your passphrase, and should be meaningful
only to you.

Click the Continue button. The TrustID Review Application Information page appears.

Review what you have entered to confirm that the information is correct. Once it has been
submitted, you will not have the opportunity to revise it. If you need to correct any
information, use the back button in your browser to return to the 7rus¢ID Personal Certificate
Application page.

)
nSureVision Technologies 6- age
InSureVision Technologi 6-09 Page 21



SurePath eBonds & the Bid Expresse Service for Agents

Click the Continue button to submit your information. The TrustID Certificate Agreement page
appears.

12. To proceed with the certificate application process, read and accept the Certificate
Agreement. Click Accept to continue, or click Decline to cancel the request process. The
Billing Summary appears. The page summarizes the total amount that will be billed for the
requested certificate. You may wantto print the page for your records.

13. Select either Credit Card or Payment Voucher as the type of payment.

e If you select Credit Card, enter the credit card type, number, and expiration date.
e Ifyou select Payment Voucher, enter your voucher number.

14. Click Continue. The Certificate Request page appears.
15. Select “1024” or the highest key strength available in the drop-down box.
16. Select “Microsoft Enhanced Cryptographic Provider” in the second drop-down box.

17. Click the Continue button. Wait while your keys are generated. The process will take about
one minute. When the key pair generation process is finished, the Thank You page appears.
The application process is complete. You will be notified by mail when your certificate has
been approved and is ready to be retrieved.

Once the application process is complete, the following will occur:

e The Authentication Phase, carried out by IdenTrust, consists of validating the information
you provide against independent data sources. You need to do nothing during this stage; you
will receive a retrieval kit in the mail from IdenTrust if your application is approved.

e The Retrieval Phase consists of generating your keys for use. This phase begins once you
have received your retrieval kit. When your certificate request has been approved, you will
receive or a letter (for personal, business, and server certificates) from IdenTrust with the
information necessary to retrieve your certificate. It contains an activation code that you will
need to download your certificate. To download your certificate, use the same Web browser
and the same computer you used to request the certificate. During retrieval, IdenTrust’s Web
pages detect the version of browser you are running, and based on the presence of a cookie,
whether or not the root certificate has already been downloaded in the browser. Based on
what is discovered about your computer, the retrieval process is tailored to meet your needs.

For step-by-step instructions or other information refer to

http://www.identrust.com/support/overview.html

IdenTrust customer support:

By phone:
888-248-4447

By e-mail:
helpdesk@ldenTrust.com
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