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Overview, Responsibilities & Workflow 

Overview 

Introduction 

Contractors file surety bonds with obligees to guarantee performance.  A growing number of 
obligees now accept surety bonds electronically.  SurePath is a web-based surety bond 
processing and management system which also provides the process for creating electronic 
bonds for submission to obligees.  SurePath receives input from the agent/contractor and 
provides output (bond verification) to the Obligee.   
 
Several parties are involved in the electronic bond submission process: the contractor, the 
Obligee, the underwriter and the surety agent each with its own requirements and tools.   
 
 
 

Roles & Responsibilities 

Who Underwriter Obligee Client/Contractor Agent 

What Grants agent 
electronic power of 
attorney. 
 
 

Defines submission 
requirements. 
 
Receives and verifies 
bond information, 
signatures and 
powers according to 
submission 
requirements. 

Requests bond. 
 
Submits bond validation 
number to Obligee. 

Executes bond. 
 
Signs bond (attaches 
digital certificate). 
 
Provides client with 
information needed to 
submit bond. 

 
 
 

Workflow 

Preparation 

Prior to beginning the electronic bond submission process the following must occur: 

• The surety agent and contractor must obtain a license to use SurePath. 

• The contractor must obtain a license from the Bid Express® service and set the Bid Express® 
service software. 

• The underwriter must grant the agent an electronic power of attorney in SurePath.    

• The agent must obtain a digital certificate.  
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Process Overview 

 

Agent must 
obtain a SurePath 
license, logon & 

password 

Agent must 
obtain personal 
digital certificates 

for signing bond 

Contractor must 
obtain appropriate 
license & software 
from Bidx.Com (for 
the Bid Express® 

Service) 

Underwriter must 
grant agent 

electronic power of 

attorney in SurePath 

Agent must 
install SureForm 

(by IVT) 

CONTRACTOR requests bond 

AGENT executes & signs 
(attaches digital certificate) 

bond in SurePath 

SUREPATH assigns bond a 
Bond Validation Number 

(BVN) 

AGENT provides contractor 

with BVN 

CONTRACTOR enters bond 
submission information in the Bid 
Express® service (including BVN) 

The Bid Express® service 
passes the BVN and Contract 
ID to SurePath (behind the 

scenes) 

SUREPATH validates the bond 

(behind the scenes) 

SUREPATH returns an 
acceptance or a rejection 

message to the contractor (in 
the Bid Express® service) 

SUREPATH updates Audit 
screen indicating bond accepted 

(for Agent to verify) 
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Quick Set Up Steps for Agents  

Using SurePath & the Bid Express® Service  

To Electronically Submit Bid Bonds 
 

 
 
Prior to processing and submitting bid bonds electronically you must fulfill the following set up 
requirements.   
 

____  1. You must use SurePath and SureForm to issue bonds.  If you are not currently doing 
so, contact IVT at (818) 783-3460 to obtain a license and install SureForm. 

 

____  2. Verify the surety company has granted you an electronic power of attorney in 
SurePath.    

 

____  3. Obtain a personal digital signature certificate for signing bonds electronically.  Need 
more information?  Refer to Appendix A on page 19 
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Quick Processing Steps for Agent  

Using SurePath & the Bid Express® Service  

To Electronically Submit Bid Bonds 
 

 
____ 1. Receive bond request from contractor.  Important: The request must include the 

Contract ID provided by the DOT.   
 
____ 2. Login to SurePath and execute bond.     
 
____ 3. Sign the bond after the execution process.      
 
____ 4. Notify the contractor the bond has been executed and provide them with the Bond 

Validation Number (BVN).   
 
____ 5. Verify the bond was submitted and validated by the Obligee (optional).    
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Verify Electronic Powers  

Overview 

The term Electronic Power of Attorney, as it is used in SurePath, refers to a process by which the 
Surety Company Underwriter logs onto SurePath and “grants” the Surety Agent a Power of 
Attorney.  The Surety Company Underwriter is actually verifying that the Surety Agent holds a 
“paper” Power of Attorney and is authorized to act on the Surety’s behalf. 
 
 

How to Verify I Have Electronic Power of Attorney 

1. Logon to SurePath. 

2. Click the My Information button, located on the navigation bar on the left-hand side of the 
screen. 

3. Click the Powers of Attorney button located on the My Information toolbar across the top of 
the screen. 

4. Locate the carrier that granted power of attorney and verify the checkmark in the Power 
column and the work “granted” in the Claimed/Granted column.  If there is no checkmark 
or the column reads “Claimed”, you do not have an electronic power.   
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Personal Digital Signature Certificates 

Overview 

A digital signature is not a digitized image of a handwritten signature.  It is an actual 
transformation of an electronic message using public key cryptography. Through this process, 
the digital signature is tied to the document being signed, as well as to the signer, and therefore 
cannot be reproduced. Individuals may not share a digital ID; each one identifies a particular 
person.  With the passage of the federal digital signature bill, digitally signed electronic 
transactions have the same legal weight as transactions signed in ink. Now, a legally binding 
contract may be formed over the Internet by two parties who have never met, without requiring 
notarization.    For more information on digital signatures refer to 
http://identrust.com/support/overview.html  
 
The Obligee will require that you sign your bonds electronically using a personal digital 
certificate (or ID).  Digital certificates are provided by a third-party vendor referred to as the 
“Certification Authority”.  The certification authority that is recommended for this process is 
IdenTrust (www.identrust.com).   
 
Digital certificates are purchased and downloaded using the internet.  If you have trouble with 
the download process, work with your IT person or utilize the vendor’s on-line support.  Refer to 
Appendix A for more information on obtaining a digital certificate from IdenTrust.   
 
The Certification Authority may charge a fee for the digital certificate. 
 
For more information refer to Appendix A . 
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Process the Bond in SurePath 

Overview 

Issue the bond as you normally would in SurePath, using the following exceptions: 

• Capture the Contract ID in the appropriate data field.  The Bid Express® service uses this 
number behind-the-scenes to validate the contractor’s bid bond. 

• Sign the bond. 

• Notify the Contractor that the bond has been issued and provide them with the BVN number.  
Note: If the contractor uses SurePath to request the bond you can configure SurePath to email 
the contractor when the bond is issued.   

 
 
 
 

How to Capture the Contract ID in SurePath 

The Contract ID provided by the DOT must be entered in the Contract ID No. Required for 
Electronic Bidding field.  This field is located in the Bond Custom Information section of the 
Basic Information page.  Note: If the number also appears on the bond form, (appears on form) 
will also display. 
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Execute a Bond 

Overview 

 
This section provided detailed instructions for executing a bond.  Only required fields are 
addressed.  All other fields may be completed at the user’s discretion for reporting purposes. 
 
 

Getting Started – Select Client and Bond Form 

1. Logon to SurePath.   

2. Click the Execute button.   
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3. Select the Client Account for this bond using the drop down list. 

 
 
 
 
 
 
 
 
 
 

4. Select the bond form from the Select Bond Form drop down list or use the bond form library 
as follows:   

a. Click the Search button.  Result: The Search for Bond Forms window opens. 
b. Enter the keyword in the Search For field (i.e., dot, ebond) 
c. Enter a state in the State field, if applicable. 
d. Click the Search button. 
e. Click on the desired form from the list of forms. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

f. Click the OK button.  Result: The Search for Bond Forms window closes and the selected 
form populates the Select Bond Form field. 

5. Click the Next button.  Result: The Basic Information page displays. 

6. Proceed to the next section, Complete the Basic Information Page. 
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Complete the Basic Information Page 

1. In the Principal Information section, select the principal using the Select a standard principal 
drop down list.  Result: SurePath populates the Principal Name and address fields based on 
information entered in Client setup for the selected principal. 

 
 
 
 
 
 
 
 
 
 
 

2. Scroll down to display the Obligee/Owner Information section and note that for obligee-
specific forms SurePath pre-fills the Obligee Name field.  Remaining fields in this section are 
optional. 
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3. Scroll down to the Bond Information section. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

4. Complete the Issuing Carrier Name & Address field.  Note: Use this field to select the 
issuing carrier AND the carrier address to be used IF the carrier address prints on the bond 
form.  Address choices are as follows: 

• Home Office = carrier’s home office address 

• Your City Name = agency’s address 

• Carrier Branch: City = local surety office address (contact IVT to activate) 

5. Complete the Effective and Expiration Date fields.  Note: These dates are used internally to 
define the period of time in which this bond is on the client’s outstanding liability and open 
bid bond report.  Most agencies define these fields as follows: 

• Effective date as either the bid date or the date the bond is issued 

• Expiration date is 30 to 90 days after the effective date 

6. Complete the Execution Date field.  Note: This is the signed and sealed date that prints on the 
bond form. 

7. Enter the estimated contract price in the Estimated Bid Amount field.  Note: This field is 
used to calculate outstanding liability and does not print on the bond form. 
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8. Complete the Bid Bond Amount field.  Note: Enter the bid bond amount as a number and 
with no punctuation.  Examples: 

• For a 5% bid bond enter 5. 

• For a $10,000 bid bond enter 10000 

9. Complete the Attorney In Fact field.  Note: The first of the two Attorney in Fact fields print 
on the bond form.  You can type the name in the first field or select the individual from the 
Quick Pick list (contact IVT to add names to the Quick Pick list). 

10. Complete the Project Description field. 

11. Complete the Project, Invitation or Bid Number if applicable. 

12. Update the State of Obligation field, if applicable. 

13. Update the Status of Execution field, if applicable. 

14. Complete the Bid Date field.  Note: This is a required field and must be entered as 
MM/DD/YYYY. 

15. Scroll down to the Bond Custom Information section.  Note: Fields in this section are based 
on the selected bond form and therefore vary from form to form. 

 
 
 
 
 
 
 
 

16. Complete the Bond Custom Information section.  Important: The Contract ID or number used 
to validate the bond in the electronic bidding process MUST be entered in the Contract ID 
No. Required for Electronic Bidding field. 

17. Scroll down to the Options section. 

 
 
 
 
 
 

18. Click the Quick Process button.  Result: If required fields are incomplete or filled out 
incorrectly an error message is generated.  If there are blank fields in the Bond Custom 
Information section a warning message is generated.  Otherwise, the Preview page displays 
the selected form merged with data entered on the Basic Information page. 

19. Proceed to the next section, The Preview Page 
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The Preview Page 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

1. Perform any of the following: 

To… Then… 

Edit the bond form (make changes 
in yellow boxes) 
 
Note: SurePath does not display 
final formatting for dates and 
currency in Edit mode.  Switch to 
Print Preview mode to verify 
information displays correctly. 

Use the button on the SureForm 
toolbar to switch to Edit mode. 

Look at the form in Print Preview 
mode 
 

Use the button to switch to Print 
Preview 

Print the bond form Switch to Print Preview mode and then use the  
button on the SureForm toolbar. 

2. Click the Next button continue with bond execution and save the form.  Result: The 
Execution Summary page displays. 

3. Proceed to the next section, Commit the Bond. 
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Commit the Bond 

1. Review the information on the Execution Summary page.   

2. If applicable, use the execution toolbar to go back to a previous screen and make corrections. 

 
 

3. To save the bond, click the Commit Bond button located at the bottom of the page.  Result: 
The bond is executed. 

 
 
 
 
 
 
 
 
 
 
 

4. To go to the Bond Details page to sign the bond (after execution) or to obtain the BVN 
number, scroll to the bottom of the page and click the Click here to see Bond Details 
hyperlink.  

 
 
 
 
 
 

5. From the Bond Details page, perform the following as your next step: 

To… Then… 

Sign the bond after execution Go to the next section below 

Obtain the BVN number Go to the Notify the Contractor section of the 
manual on page 17. 

 
 
 

Sign the Bond in SurePath 

After bond execution perform the following steps to sign the bond: 

1. Locate the bond and select Bond Details. 
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2. Scroll down to the Transaction History section and locate the most recent bond form in the 
document column. 

 
 

 

3. Click the Sign button next to the document.  Result: SureForm opens and displays the 
committed bond form. 

 

4. Go to  PKI Signature page   Note: Bottom left of signature page will have a sign box 
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5. Perform one of the following: 

If there is…. Then… 

More than one certificate on your 
computer (for more than one signatory) 

Select the certificate for the person signing the 
bond. This person must be the Attorney-in-
Fact. 

Only one certificate on your computer Proceed to the next step. 

 

Result: A window verifying a signature has been attached displays. Depending on the 
certification authority you may be prompted to enter a passphrase or password prior to 
receiving this confirmation.  If so, enter the password and click OK to proceed 

6. Click the OK button to verify the certificate has been attached.  Note: Remember that this 
method attaches a certificate to a document.  You will not see a signature on your bond form.   

 
 
 
 
 

 

7. Click the Commit Signed Document button.  Result: You are returned to the Bond Details 
page.  The Bond Details page is updated to reflect the change. 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

The top document 
is the original 
unsigned 
document.  The 

Revised Bond 

Document is the 
new signed 
document. 
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Notify the Contractor 
The contractor must be notified when the bond is executed and signed.  You must also provide 
the contractor with the Bond Validation Number (BVN).  After the contractor is notified they 
complete the bid submission process in the Bid Express® service (they enter the BVN number 
and behind-the-scenes the Bid Express® service checks for the Contract ID). 
 
The BVN number is located on the Bond Details page. 
 
 
You can either copy and paste the BVN number into an E-mail or you can click on the E-mail 
BVN hyperlink to send it to your client.  
 
 
 
 

 
 
You may add two E-mail addresses if you like, your contractor’s and yours if you would like a 
copy.   
 

 
 
 
Alternately:  You can highlight the BVN number, then copy/paste it into an E-mail to them.   
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Verify the Bond is Accepted by the DOT 

How to Verify the Bond was Successfully Submitted 

1. Login to SurePath. 

2. Locate the bond and select Bond Details. 

3. Click the Audit Records button located on the Bond Details toolbar.  Result: If the Bid 
Express® service successfully validated the contractors bid bond, a verification message for 
the Bid Express® service displays in the General Audit Notices section. 
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Appendix A 

Digital Signature Certificates 
 

Obtain a Digital Signature Certificate 

 
A digital signature is not a digitized image of a handwritten signature.  It is an actual 
transformation of an electronic message using public key cryptography. Through this process, 
the digital signature is tied to the document being signed, as well as to the signer, and therefore 
cannot be reproduced. Individuals may not share a digital ID; each one identifies a particular 
person.  With the passage of the federal digital signature bill, digitally signed electronic 
transactions have the same legal weight as transactions signed in ink. Now, a legally binding 
contract may be formed over the Internet by two parties who have never met, without requiring 
notarization.    For more information on digital signatures refer to www.identrust.com Certificate 
Help Center. 
 
The Obligee will require that you sign your bonds electronically using a personal digital 
certificate (or ID).  Digital certificates are provided by a third-party vendor referred to as the 
“Certification Authority”.  The certification authority that is recommended for this process is 
IdenTrust  (www.identrust.com).   
 
Digital certificates are purchased and downloaded using the internet.  If you have trouble with 
the download process, refer to the following information, work with your IT person or utilize the 
vendor’s on-line support.   
 
Note - the Certification Authority charges a fee for the digital certificate. 
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Obtain a Digital Signature / Certificate 

You must complete this process from the computer that will be used to sign bonds. 
 

1. Open Internet Explorer and go to www.identrust.com. 

2. Click on the Buy tab for the Personal or Business Certificate.  Either signature will work with 
SureForm however we suggest the Personal Certificate.  See IdenTrust site for additional 
information http://www.identrust.com/certificates/trustid.html 

 
 
 

3. Click on Buy 
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4. information on the Apply Now screen 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

5. Click the Next > button at the bottom of the Apply Now window. 

6. Enter your personal information in the fields.  Only your name, e-mail address, city, state, 
and country will appear in your certificate. 

7. In the Enter Passphrase field, enter a passphrase that will be used as a security measure for 
your certificate application. Your passphrase should be between eight and thirty characters 
long and can include letters, numbers, and/or special characters.  Make sure you record or 
memorize your passphrase.  You will need it to retrieve your certificate. 

8. In the Re-enter Passphrase field, enter the passphrase again. 

9. In the Passphrase Hint field, enter a hint that IDENTRUST can provide to you in case you 
forget your passphrase. Your hint cannot contain your passphrase, and should be meaningful 
only to you. 

10. Click the Continue button.  The TrustID Review Application Information page appears. 

11. Review what you have entered to confirm that the information is correct.  Once it has been 
submitted, you will not have the opportunity to revise it.  If you need to correct any 
information, use the back button in your browser to return to the TrustID Personal Certificate 
Application page.                                                                                   
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Click the Continue button to submit your information.  The TrustID Certificate Agreement page 
appears. 

12. To proceed with the certificate application process, read and accept the Certificate 
Agreement.  Click Accept to continue, or click Decline to cancel the request process.   The 
Billing Summary appears. The page summarizes the total amount that will be billed for the 
requested certificate.  You may wantto print the page for your records. 

13. Select either Credit Card or Payment Voucher as the type of payment. 

• If you select Credit Card, enter the credit card type, number, and expiration date. 

• If you select Payment Voucher, enter your voucher number. 

14. Click Continue.  The Certificate Request page appears. 

15. Select “1024” or the highest key strength available in the drop-down box. 

16. Select “Microsoft Enhanced Cryptographic Provider” in the second drop-down box. 

17. Click the Continue button.  Wait while your keys are generated.  The process will take about 
one minute. When the key pair generation process is finished, the Thank You page appears.  
The application process is complete.  You will be notified by mail when your certificate has 
been approved and is ready to be retrieved. 

 
Once the application process is complete, the following will occur: 

• The Authentication Phase, carried out by IdenTrust, consists of validating the information 
you provide against independent data sources. You need to do nothing during this stage; you 
will receive a retrieval kit in the mail from IdenTrust if your application is approved. 

• The Retrieval Phase consists of generating your keys for use. This phase begins once you 
have received your retrieval kit.  When your certificate request has been approved, you will 
receive or a letter (for personal, business, and server certificates) from IdenTrust with the 
information necessary to retrieve your certificate.  It contains an activation code that you will 
need to download your certificate.  To download your certificate, use the same Web browser 
and the same computer you used to request the certificate.  During retrieval, IdenTrust’s Web 
pages detect the version of browser you are running, and based on the presence of a cookie, 
whether or not the root certificate has already been downloaded in the browser.  Based on 
what is discovered about your computer, the retrieval process is tailored to meet your needs.   

 
For step-by-step instructions or other information refer to   
 
http://www.identrust.com/support/overview.html 
 
IdenTrust customer support: 
  
      By phone: 
      888-248-4447 
    
      By e-mail: 
      helpdesk@IdenTrust.com 
 


